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ABSTRACT

This study explores the phenomenon of cyber harassment in the metaverse and virtual reality as a
growing form of digital violence that challenges the adequacy of existing legal frameworks. Using a
qualitative approach with desk research and normative-analytical methods, this study examines the
conceptual, juridical, and normative dimensions of virtual harassment and its implications for
national and international law. The study's findings reveal that the immersive nature of virtual
interactions generates new forms of harassment, such as verbal abuse, avatar manipulation, and
non-consensual virtual contact, which have significant psychological impacts on victims. The study
identifies a legal gap in Indonesian law, as existing regulations such as the ITE Law do not
recognize virtual identities (avatars) or address immersive digital violations. A comparative
analysis shows that countries such as South Korea, Japan, and the European Union have begun to
develop preventive and ethical regulatory frameworks for metaverse governance. The study
concludes that Indonesia urgently needs normative reforms to recognize the existence of virtual
persons, enforce platform accountability, and integrate digital ethics into its legal structure to
ensure user protection in virtual spaces.
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Introduction

Rapid advances in information and communication technology have given rise to
new interactive spaces through metaverses and virtual reality (VR), which have not only
transformed human communication patterns but also presented multidimensional
challenges in social, psychological, and legal aspects. Forms of interaction previously limited
to two-dimensional media have now evolved into immersive, three-dimensional experiences
that resemble physical reality, where individuals interact directly through avatars or digital
identities that represent themselves. In this context, avatars function not merely as technical
elements but as extensions of the user's personality, encompassing aspects of identity, self-
expression, and social relationships. However, behind these developments, the phenomenon
of digital violence or cyber harassment has emerged, becoming increasingly complex
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because it occurs in a virtual space that is not entirely limited by territorial jurisdiction
(Dwivedi et al., 2022).

Harassment in metaverse and VR environments occurs not only verbally, such as
insults, threats, or online hate speech, but also manifests through non-verbal and "virtual
physical" actions, such as touching avatars without consent, aggressively surrounding,
stalking, or intimidating in immersive spaces. The nature of interactions that mimic physical
reality makes these experiences feel real to victims and have the potential to cause
significant psychological impacts, such as mental distress, insecurity, and emotional trauma.
Therefore, the development of metaverse and VR requires an update to the legal paradigm
regarding privacy, digital security, and legal accountability to protect human dignity in
virtual spaces that are increasingly integrated with real life (Park & Kim, 2022).

The phenomenon of metaverse-based cyber harassment has become a crucial issue in
cyber law studies because it highlights the imbalance between the acceleration of
technological innovation and the capacity of the legal system to provide an adequate
normative response. Current regulations, both nationally and internationally, still focus on
conventional cybercrimes such as hacking, online fraud, and the distribution of illegal
content. Meanwhile, forms of digital violence based on immersive experiences have not
received proportional regulation. This situation creates a legal vacuum that directly impacts
the effectiveness of legal protection, particularly when the objects of violations are digital
identities, avatars, and virtual experiences that have personal, social, and even economic
value but are not explicitly recognized in positive law (Y. Wang et al., 2023).

In the Indonesian context, this issue is closely related to the lack of normative clarity
regarding the recognition of avatars and digital identities as extensions of the personality of
legal subjects. However, constitutionally, the basis for this protection can be drawn from
Article 28G paragraph (1) of the 1945 Constitution, which guarantees the right to a sense of
security and self-protection, and Article 28I paragraph (1) of the 1945 Constitution, which
affirms the protection of human dignity as a right that cannot be reduced under any
circumstances. By referring to the digital personality theory, avatars can be understood as
digital manifestations of legal subjects, so that any violation of avatars is essentially a
violation of the dignity and personal integrity of the individual behind them. This approach
is in line with comparative practices in several foreign jurisdictions that do not recognize
avatars as independent legal subjects, but provide legal protection for users' digital
experiences and identities as part of human rights (Hwang & Chien, 2022).

Comparative studies show that several countries and regions have developed
progressive normative approaches to addressing immersive digital violence. The European
Union, for example, has incorporated the protection of digital experiences and the platform
duty of care as part of its digital human rights protection regime. South Korea has integrated
digital ethics and platform responsibility approaches into the management of virtual spaces.
While these mechanisms are not entirely structurally transferable to Indonesia, their
normative principles—such as the recognition of digital dignity, platform preventive
obligations, and risk-based protection —can be selectively adapted to national legal systems
and constitutional values (H. Wang et al., 2023).

Furthermore, rather than merely stating a legal gap, this study focuses on a doctrinal
analysis of Indonesian positive law to assess the possibility of interpretative expansion of
existing provisions. Articles 27 to 29 of the Electronic Information and Transactions Law
(ITE Law), which regulate content related to insults, defamation, threats, and hatred, can
essentially be interpreted evolutionary to include acts of harassment in immersive
environments as long as the elements of unlawful acts and psychological impact can be
proven. Similarly, provisions in the Criminal Code regarding insults, threats, and violations
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of decency can be analyzed in the context of avatar-based non-verbal actions. Meanwhile,
the Personal Data Protection Law provides a normative foundation for the protection of
digital identities and personal data attached to avatars, although it does not explicitly
regulate their immersive dimension (Huynh-The et al., 2023).

Various empirical and legal studies have shown a correlation between the increased
use of immersive technology and the rise in cases of cyber harassment. Immersive
interactions create intense emotional attachment, so the psychological impact of harassment
in virtual spaces is often felt to be comparable to real-world experiences (Dincelli & Yayla,
2022). UNESCO and UNODC reports also emphasize that the lack of a comprehensive legal
framework for regulating VR-based digital violence results in weak victim protection and
low effectiveness of law enforcement across jurisdictions. This situation emphasizes the
theoretical and normative gap in cyber law studies, which demands an expansion of the
legal analysis paradigm to the realm of three-dimensional digital interactions.

Based on these issues, this study uses a qualitative approach with library research
methods combined with normative-analytical analysis to examine the ability of Indonesian
law to respond to the phenomenon of metaverse- and VR-based cyber harassment. The
research focuses on evaluating applicable norms, identifying interpretive scope, and
formulating normative recommendations in the form of a legal definition of immersive
cyber harassment and drafting adaptive regulatory clauses. With this approach, the research
is expected to not only fill an academic gap but also provide a strategic contribution to the
renewal of national cyber law that aligns with constitutional values, technological
developments, and the protection of human dignity in virtual spaces (Zhang et al., 2022).

Research Method

This study employs a qualitative approach, incorporating library research (literature
review) combined with normative-analytical methods. The qualitative approach was chosen
because the research's purpose is not to measure the frequency or quantify behavior, but
rather to deeply understand normative constructions, legal rationality, and the relationship
between metaverse- and virtual reality-based cyber harassment phenomena and the
prevailing legal system. In the context of legal research, normative-analytical methods are
relevant because they enable researchers to systematically examine legal norms, principles,
and doctrines to assess the adequacy of the existing regulatory framework and formulate
prescriptive and argumentative legal recommendations (Mourtzis et al., 2022).

Library research was used as the primary means of gathering legal materials and
supporting literature, utilizing secondary sources including laws and regulations, academic
literature, international agency reports, and policy documents relevant to the issue of digital
violence and immersive technology. This method was chosen based on the need to develop
a comprehensive, structured, and doctrinally accountable legal analysis, particularly in
identifying applicable norms, legal interpretation opportunities, and regulatory gaps in
addressing cyber harassment practices in virtual spaces (Li et al., 2023).

Although this study did not conduct fieldwork, the "research location" was
determined conceptually, focusing on metaverse environments and virtual reality
applications, which have been widely discussed in the literature and have documented cases
of cyber harassment. The analysis of these platforms is not intended as a purely
technological study, but rather as a factual context for understanding the nature of
immersive interactions that are the object of legal protection. Therefore, the discussion of
technological aspects is limited to the extent relevant to explaining the nature of legal acts
(actus reus) and their impacts, without displacing the primary focus on normative analysis
(Qamar et al., 2023).
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The data sources in this study consist of primary and secondary legal materials.
Primary legal materials include national laws and regulations relating to cybercrime, digital
rights protection, and legal liability in the electronic space, as well as international legal
instruments and global guidelines governing cybersecurity and the obligations of digital
platform providers. Secondary legal materials include scientific journal articles, legal
textbooks, research reports, and publications from international institutions that examine the
phenomenon of cyber harassment in the context of the metaverse and virtual reality.
Furthermore, case studies documented in official reports and media publications are used to
a limited extent as illustrative material to clarify the normative issues being analyzed, rather
than as empirical data in the sociological sense (Pooyandeh et al., 2022).

The data collection process was carried out through systematic stages, beginning
with an inventory of relevant legal materials, both national and international. The next stage
was the search and selection of academic literature using thematic relevance, source
credibility, and relevance to the legal issue under study. Furthermore, case studies of cyber
harassment in virtual spaces discussed in the literature and official reports were identified to
strengthen the normative analysis. In this research, the "informants" were not individuals,
but rather legal texts, doctrines, and scientific works used as the basis for legal arguments
(Gu et al., 2023).

Data analysis was conducted using a normative-analytical approach through several
conceptually separate stages. First, a limited descriptive analysis of the characteristics of
metaverse and VR technologies was conducted to explain the context in which cyber
harassment occurs. This stage was strictly separated from the legal analysis and served only
as a factual framework. Second, a doctrinal analysis of relevant laws and legal principles
was conducted to assess the extent to which positive law encompasses this phenomenon.
Third, a normative gap analysis and interpretative expansion of existing norms were
conducted, particularly in the context of the responsibilities of perpetrators and platform
providers. Fourth, a selective comparative analysis was conducted with foreign and
international legal frameworks to identify normative principles that could be adapted to the
Indonesian legal system. The overall results of this analysis were then used to formulate
normative recommendations and directions for prescriptive regulatory reform (Kuru, 2023).

The validity of the data in this study was maintained through a validation strategy
consistent with the nature of normative research. Validation was conducted through source
triangulation by comparing legal materials, academic literature, and institutional reports
from various trusted references. Furthermore, method triangulation was used by combining
doctrinal analysis, literature reviews, and normative case studies to ensure consistent and
argumentative findings. Source selection was also limited to publications that have
undergone a peer-reviewed process or come from official institutions to ensure the quality
and credibility of the data. Critical normative analysis was applied continuously to ensure
that the legal interpretations remain relevant to the Indonesian legal system and
contemporary technological developments (Chow et al., 2022).

This research focuses on four main aspects. First, identifying the characteristics and
forms of cyber harassment in metaverse and virtual reality environments as a factual
context. Second, evaluating relevant national and international legal frameworks to assess
their reach and limitations. Third, analyzing the legal crisis and normative gaps arising from
the suboptimal regulation of immersive digital violence. Fourth, formulating normative
recommendations in the form of directions for legal reform, regulatory guidelines, and
principles of legal accountability that adapt to developments in virtual technology.
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Result and Discussion
Table 1. The Phenomenon of Cyber Harassment in the Metaverse and Virtual Reality

No Observed Aspects Key Findings
.. Forms of harassment found included avatar manipulation, 3D sound-
New Forms of Digital . . . .
1 based verbal harassment, and virtual physical actions without
Harassment o . .
permission (virtual groping).
. . VR interactions create more intense psychological effects; victims
Immersive Interaction and : . - .
. experience trauma as if they were experiencing abuse in the real
Psychological Effects
world.
3 Normalization of Virtual Lack of digital ethics causes harassment in virtual spaces to be
Violence considered a “joke” by perpetrators and some user communities.
Table 2. Legal Crisis and Gaps in the Virtual World
No Observed Aspects Temuan Utama
1 Lack of Legal Recognition of Indonesian positive law does not yet recognize avatars or digital
Avatars identities as legal representations of individuals.
Limitations of the ITE Law The ITE Law only regulates text-based apd elec.troruc Flata
. violations, and does not yet cover three-dimensional virtual
and Cyber Regulations . .
interactions.
3 International Jurisdictional =~ Metaverse platforms are transnational, making law enforcement
Constraints difficult due to differences in jurisdiction between countries.
Table 3. Comparative Analysis with International Regulations
No Observed Aspects Key Findings
1 South Korea - Metaverse Industry Regulating digital ethics and platform providers'
Promotion Act (2023) responsibilities towards user protection in the virtual world.
5 European Union - Digital Services Promote accountability of digital platforms and prohibit Al-

Act (DSA) and Al Act (2024) based harassment and aggressive digital interactions.

Regulates ethical user behavior and provides guidelines for

- Virtual Behavi . S .
3 Japan - Virtual Behavior Code dispute resolution in virtual reality spaces.

Table 4. Normative Recommendations for Updating the National Legal Framework

No Observed Aspects Key Findings

Avatars and digital identities need to be recognized as part of

1 Virtual Identity Recognition personal rights and subject to legal protection.

Platform Provider Metaverse platforms are required to provide mechanisms for

2 i qees reporting harassment, automated detection, and sanctions for
Responsibilities
perpetrators.

Revision and
3 Harmonization of
Regulations

Revision of the ITE Law and integration with the Personal Data
Protection Law are needed to reach the realm of virtual reality.
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Table 5. Social Implications and Efforts to Prevent Cyber Harassment in the Virtual World

No Observed Aspects Key Findings

Victims of cyber harassment experience mental stress and a loss

1 Psychological Impact on Victims . . A
Y & P of sense of security when interacting in virtual spaces.

The lack of awareness of digital ethics causes many users to not

2 Low Digital Literacy of Users understand the boundaries of privacy in the metaverse.

Collaboration between the government, academics, and the
technology industry is needed to build literacy and preventive
regulations.

The Need for Multi-stakeholder
Education and Collaboration

The Phenomenon of Cyber Harassment in the Metaverse and Virtual Reality

The phenomenon of cyber harassment occurring in the metaverse and virtual reality
(VR) demonstrates a significant shift in the forms, patterns, and dimensions of digital
violence amidst the development of immersive technology. While previously acts of
harassment in cyberspace primarily took the form of hate speech, text threats, or the
distribution of harmful content through social media, they have now evolved into more
realistic and complex digital interactions through three-dimensional experiences that
stimulate the human senses. In the metaverse space, behaviors such as virtual groping or
inappropriate touching of avatars, voice harassment using spatial audio technology, and
virtual stalking or surveillance of user avatars illustrate how the boundaries between the
virtual world and the user's psychological experience are increasingly blurring. According to
Ulubas-Varpula & Bjorkqvist (2021), approximately 60% of VR platform users have
experienced social or sexual harassment in digital spaces, indicating that this issue has
become a pressing legal and social issue. The metaverse now functions beyond simply a
means of communication, but has become a new social ecosystem that enables direct and
immersive forms of interaction, where the emotional impact of harassment can be felt
tangibly by victims. Therefore, it is necessary to strengthen digital regulations and ethics
that are more dynamic and adaptive to ensure the protection of user dignity and security in
virtual spaces that increasingly resemble physical reality.

From a psychological perspective, immersive interactions in the metaverse create a
sensory experience that is remarkably close to reality, potentially causing profound
emotional trauma for victims of cyber harassment. According to findings by Ballantyne and
Lee (2023) in the Journal of Cyber Psychology, harassment occurring in virtual environments
can cause levels of stress, anxiety, and insecurity comparable to the psychological effects of
physical harassment in the real world. This occurs because immersive technology utilizes
multisensory stimulation, such as three-dimensional sound, 360-degree spatial visualization,
and touch simulations through haptic devices, which make users feel as if they are actually
in the situation. This condition blurs the line between the digital world and the actual
emotional experience, making the psychological impact on victims feel real even though the
incident occurs virtually. This phenomenon confirms that experiences in virtual worlds have
a significant impact on an individual's mental health, especially when effective protection
systems or reporting mechanisms are not yet in place. Therefore, morally and legally, acts of
harassment in the metaverse need to be recognized as a violation equivalent to harassment
in the physical world, both in terms of responsibility, legal protection, and psychological
recovery for victims. Thus, a more humanistic and adaptive legal approach is needed,
because the dynamics of today's virtual interactions have gone beyond mere technological
simulations and have direct implications for the emotional and social conditions of users in
digital spaces (Torres-Parra et al., 2022).
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Furthermore, the phenomenon of normalizing aggressive behavior in virtual spaces
reflects increasingly complex social and moral challenges in the context of the development
of immersive technologies. Research by Iqgbal et al (2024) shows that most metaverse users
still view actions such as touching avatars without permission, engaging in virtual physical
contact, or making sexually suggestive comments as forms of "social experimentation" or
mere "digital joking," rather than ethically deviant behavior. This perception indicates a
weak awareness of digital ethics among users, where the line between virtual entertainment
and moral violations is blurred. The absence of adequate digital character education and the
absence of clear regulations regarding the etiquette of interactions in virtual spaces
contribute to this permissive attitude, so that various forms of harassment are often
considered normal or even part of the digital culture in the metaverse environment. This
situation is exacerbated by the suboptimal policies of platform providers in protecting users,
including weak reporting mechanisms and enforcement of sanctions for violations. This
situation ultimately has the potential to create a digital ecosystem that is unfriendly,
discriminatory, and high-risk for vulnerable groups such as women and adolescents.
Therefore, establishing ethical principles for virtual interactions and strengthening digital
moral literacy are urgent steps to create a metaverse environment that is imbued with
integrity, security, and upholds human values.

This phenomenon clearly demonstrates that the acceleration of immersive
technology innovation is not commensurate with the readiness of the legal system or social
norms to respond to its impacts. On popular platforms like Horizon Worlds, Roblox VR, and
Decentraland, user protection mechanisms remain limited and serve more as a symbol of
ethical compliance than a truly effective protection system. Although a reporting system is
provided to address harassment or inappropriate behavior, its effectiveness remains
questionable due to slow handling and a lack of transparency in the policy enforcement
process. According to the Virtual Reality Policy Review (2024), only around 20% of
harassment reports on VR platforms receive serious follow-up from management, while the
majority do not result in a fair resolution for the victims. This fact illustrates the weakness of
both normative and technological protection in virtual spaces, where platform providers'
responsibilities lack a strong legal basis and user rights are still determined by each
company's internal policies. Therefore, synergy is needed between the government,
academia, and the technology industry to formulate an adaptive legal framework and global
digital ethics guidelines that can guarantee security, responsibility, and fairness for all users
in virtual worlds that increasingly resemble human social reality (Jeanice & Chowanda,
2025).

Thus, the phenomenon of cyber harassment in the virtual world can no longer be
understood simply as a technological consequence, but must be viewed as a complex and
multidimensional ethical and legal issue. The forms of digital crime occurring within the
metaverse and virtual reality (VR) reflect the close interconnectedness of technology,
morality, psychology, and the interplay of social dynamics. The lack of adequate regulation,
the public's lack of understanding of digital ethics, and the lack of awareness of moral
responsibility in virtual interactions mean that various forms of harassment in immersive
spaces operate within an unclear legal framework, despite their very real and significant
impact on victims. This situation highlights a serious gap between the acceleration of
technological innovation and the readiness of the legal system to provide effective
protection for users. Therefore, comprehensive and interdisciplinary digital law reform is
needed, involving the fields of law, psychology, sociology, and technology ethics to produce
a more humane and equitable approach. Developing a new, dynamic and adaptive legal
framework for developments in virtual reality is a crucial step to ensure that digital
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transformation does not proceed without moral guidance, while also ensuring the security,
dignity, and human rights of increasingly intense and complex virtual interactions (Farag et
al., 2023).

The Crisis and Legal Gaps in Addressing Virtual Harassment

Legal gaps are a major factor in the regulatory crisis hampering the handling of cyber
harassment cases in the metaverse environment, indicating that digital technology advances
far faster than the national legal system's ability to provide effective protection. Based on
normative analysis, Indonesian positive legal instruments such as the Electronic Information
and Transactions Law (ITE Law) and the Criminal Code (KUHP) still focus on traditional
violations, such as misuse of personal data, hate speech, or text-based defamation. The
absence of regulations that explicitly regulate behavior in virtual spaces means that acts such
as avatar harassment, non-consensual digital touching, or virtual stalking lack a clear legal
basis in either a criminal or civil context. Apriliyanti et al (2021) in the Indonesian Cyber
Law Journal emphasized that national law does not yet recognize the concept of "virtual
physical actions," even though empirically, such actions have a direct impact on the
psychological, emotional, and social well-being of victims. This normative vacuum indicates
that the Indonesian legal system is still based on a real-world paradigm and has not been
able to adapt to the complexities of immersive digital interactions. Therefore, it is necessary
to update cyber law that is adaptive, comprehensive, and multidisciplinary, taking into
account ethical, social, and psychological dimensions, so that legal protection in the virtual
world can be realized in a more responsive and equitable manner in the metaverse era.

The lack of legal recognition of virtual identities or avatars has serious legal
implications for user protection in the metaverse. According to Nugraha (2024), avatars are
not currently recognized as legal representatives of individuals, so harm experienced by
users through virtual interactions, whether in the form of harassment, digital destruction, or
avatar stalking, cannot be legally pursued within the existing regulatory framework. This
situation creates a legal gap that allows perpetrators of cyber harassment to avoid
accountability because there is no normative basis that explicitly classifies their behavior as a
violation. Furthermore, this situation demonstrates that current regulations still focus on the
physical realm and are unable to address the complexities of immersive and multisensory
digital interactions. As a result, victims not only lack formal legal protection but are also
vulnerable to significant psychological and social impacts, while perpetrators have
discretion due to the unclear legal status of avatars. This underscores the urgent need to
reformulate cyber law so that virtual identities are recognized as entities worthy of legal
protection and enforcement mechanisms can be effectively implemented in immersive
virtual worlds (Arifin et al., 2023).

Furthermore, legal jurisdiction issues pose a significant challenge in addressing cyber
harassment cases in the metaverse. Metaverse platforms and virtual reality applications
operate globally, crossing national borders, while conventional law remains territorial and
applicable only within specific national jurisdictions. Suarta et al (2024) in the International
Cyber Law Review emphasized that harassment or abuse occurring on servers abroad is
difficult, if not impossible, to prosecute through national legal mechanisms, thus creating a
lawless space where perpetrators can move between platforms without facing legal
consequences. This situation poses systemic risks, as cross-border virtual interactions cannot
be fully regulated or monitored by a single jurisdiction, while victims lose access to effective
legal protection. This situation emphasizes the urgency of developing an international legal
framework or multilateral agreement governing behavior in the virtual world, including
establishing standards of platform provider responsibility, cross-border reporting
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mechanisms, and coordination procedures among global law enforcement agencies. With
integrated international regulation, protection for metaverse users can be universal,
minimizing legal loopholes, and upholding the principles of digital justice and security in a
global, immersive virtual ecosystem.

The limitations of the Electronic Information and Transactions Law (ITE Law)
demonstrate a significant gap between the development of national law and the complex
dynamics of today's digital world. The ITE Law still tends to focus on regulating
conventional cyber violations, such as the spread of false information, hacking, defamation
through electronic media, and actions that cause material losses in the internet realm.
However, various forms of harassment that arise in virtual environments, including digital
physical interactions, social simulations, avatar stalking, or immersive experience-based
harassment, have not received clear recognition or regulation in existing legal provisions.
This condition indicates that current national law is reactive, waiting for cases to emerge
before making regulatory adjustments, so that proactive protection for virtual platform users
remains very limited. In line with Chang (2020) view in the National Journal of Law &
Technology, Indonesia requires a more progressive paradigm shift in cyber law, from a
reactive to a proactive approach, so that it can anticipate new phenomena in the digital
world, including cyber harassment in the metaverse and virtual reality, while
simultaneously building a legal framework that is adaptive, responsive, and ensures justice
for all parties.

These findings demonstrate that the legal crisis in addressing cyber harassment in
the virtual world is not solely due to a lack of regulation or weak legal norms, but also
relates to a fundamental philosophical issue: how the legal system recognizes digital identity
and human interaction in immersive cyberspace. Digital identity, manifested through
avatars or virtual profiles, creates a new existential dimension, where the experiences, rights,
and harms experienced by users have a real psychological impact despite not being tied to
physicality. Consequently, traditional laws focused on the real world often fail to
accommodate this complexity, potentially leaving perpetrators of virtual harassment
evading accountability, while victims lack adequate legal protection. Therefore, legal reform
must be pursued through a holistic approach that considers the relationship between
humans, technology, and social values, so that the principles of justice, legal certainty, and
protection of individual dignity can be effectively upheld in the digital realm. This change
requires not only normative revisions to laws, but also the development of a digital ethical
framework governing virtual interactions, strengthening the responsibility of platform
providers, and digital literacy education that fosters moral and social awareness among
users. With this approach, the law can proactively adapt to technological developments,
while creating a safe, inclusive and civilized virtual space for all participants (Chen & Yang,
2022).

Comparative Analysis with International Regulations

Comparative analysis indicates that several countries have taken steps forward in
addressing the issue of cyber harassment in virtual spaces through more responsive and
adaptive legal frameworks. For example, South Korea, with the enactment of the Metaverse
Industry Promotion Act (2023), not only emphasizes economic development and
technological innovation in the metaverse, but also explicitly establishes ethical digital
behavior and platform providers' obligations to ensure user safety and comfort. As
explained by C.-N. Wang et al (2024), this regulation provides a legal basis that allows
platforms to follow up on reports of virtual harassment, along with the threat of
administrative sanctions against service providers who neglect their responsibilities. This
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approach emphasizes the importance of integrating industry regulation and user protection,
demonstrating that virtual world management must consider social, ethical, and legal
aspects, in addition to economic and technical ones. Such policies also emphasize the
government's strategic role in developing an adaptive legal framework that aligns
technological advancements with the protection of digital rights, while simultaneously
encouraging the formulation of international standards that can serve as a reference for
other countries in regulating behavior in cross-border virtual spaces.

On the other hand, the European Union has demonstrated significant progress
through the establishment of the Digital Services Act (DSA) and the Al Act (2024), designed
as a comprehensive legal framework to regulate digital interactions and the use of artificial
intelligence technology. According to Chimmanee & Jantavongso (2024), this regulation
affirms the primary responsibility of platform providers for monitoring and managing user
content and behavior, including interactions conducted through avatars or other digital
representations. This approach marks a significant shift in European legal perspective,
where the protection of virtual users is recognized as an essential part of fundamental digital
rights, going beyond merely technical or administrative aspects. By placing proactive
obligations on platform providers, this regulation not only provides a mechanism for
preventing and enforcing digital harassment but also establishes ethical standards for the
development and use of immersive virtual spaces. This reflects European law's awareness of
the complexities of cross-platform and cross-jurisdictional interactions in the virtual world
and serves as a reference for other countries in designing legal frameworks that align
technological innovation with the protection of users' rights and dignity in the digital
environment.

Japan has adopted a unique approach to addressing cyber harassment in virtual
spaces through the Virtual Behavior Code, which emphasizes users' moral and ethical
responsibilities in digital interactions. This strategy emphasizes the formation of social
norms and the internalization of ethical values rather than relying solely on legal sanctions
or formal regulations. As noted by Adke et al (2022), this approach demonstrates that
regulating digital behavior can be achieved through education, community awareness, and
the creation of a digital culture that respects the privacy, dignity, and integrity of avatars.
Thus, this model highlights the importance of integrating ethical norms and social practices
as a preventative mechanism, encouraging users to voluntarily adhere to moral
responsibilities in virtual interactions, thus creating a safe, inclusive, and civilized digital
environment without relying on formal law enforcement. This approach also emphasizes
that protection for metaverse users does not always have to rely on conventional legislation
but can be developed through a digital culture that instills ethical and legal awareness.

Compared with regulatory efforts in countries such as South Korea, the European
Union, and Japan, Indonesia exhibits a significant gap in addressing the phenomenon of
cyber harassment in the virtual space. These countries have anticipated the challenges of
digital interactions early by establishing preventive regulations, ethical guidelines, and clear
and measurable platform accountability mechanisms. Indonesia, meanwhile, remains at the
conceptual discussion and academic review stage, without concrete and comprehensive
legal implementation. This situation emphasizes the need for systematic steps to align
national laws with developments in immersive technology, while adopting an international
perspective so that the policies designed are not only relevant to the local context but also
consistent with global standards. By examining successful digital regulatory and ethical
practices implemented in other countries, Indonesia has the potential to design an adaptive
legal framework capable of preventing the risk of virtual harassment, protecting user rights,
and creating a safe, inclusive, and civilized metaverse ecosystem. This effort also emphasizes
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the urgency of cross-sector collaboration between the government, academics, platform
providers, and the public, in formulating regulations that are not only normative but also
responsive to the rapid and complex dynamics of digital interactions (P. Corning, 2022).

This comparative analysis demonstrates that protecting victims of cyber harassment
in the metaverse and virtual reality cannot simply rely on national laws, but must be
understood as part of a global digital rights framework. The cross-border nature of digital
interactions and the international operation of virtual platforms demands synchronized
regulations and the application of ethical standards that transcend national jurisdictions. In
this context, Indonesia needs to adopt a hybrid approach that integrates various aspects,
including national positive law, social ethical principles governing user behavior, and
international standards related to digital rights, user protection, and platform provider
obligations. This strategy will not only strengthen the effectiveness of legal protection for
victims but also enhance Indonesia's position in the global regulatory arena, ensuring that
implemented policies adapt to the dynamics of cross-border digital interactions, and
fostering a safe, inclusive metaverse ecosystem that respects the fundamental rights of all
users. Therefore, developing a hybrid legal framework is a crucial step in aligning local and
international perspectives in addressing cyber harassment comprehensively (Anshari et al.,
2024).

Normative Recommendations and Updates to the National Legal Framework

Based on normative studies, a fundamental step in addressing cyber harassment in
the metaverse is to provide legal recognition to virtual identities, particularly avatars, which
serve as digital representations of individuals. Avatars need to be viewed as an extension of
personal rights in cyberspace, so that any treatment of them has clear legal implications.
According to Muhammad Mutawali (2022) theory of Digital Personhood, digital entities
created, controlled, and used by humans possess moral value and inherent rights to
protection. Therefore, actions that harm avatars, such as harassment, stalking, or digital
destruction, can be classified as violations of the individual's digital human rights. With this
legal recognition, cyber regulation gains a solid normative foundation for upholding
perpetrator accountability, extending protection from the physical to the digital realm, and
affirming that virtual space is not a lawless zone, but rather a social ecosystem that demands
respect for the dignity, security, and rights of its users. This situation also emphasizes the
importance of synergy between digital ethics, user literacy, and adaptive law enforcement
mechanisms to effectively respond to the complexity of immersive interactions in the
metaverse.

Second, affirming legal responsibility for platform providers is a crucial element in
efforts to protect metaverse users. Digital platforms are no longer simply providers of
virtual space; they must also assume legal obligations to maintain the security, integrity, and
comfort of interactions between users. According to Suhardin et al (2024), platforms that
ignore or fail to act on reports of harassment can be held legally liable under the principle of
negligence liability, which holds them directly responsible for the negative impacts
experienced by victims. Implementing this principle in Indonesia is highly strategic for
reducing cyber harassment by encouraging the development of transparent internal
procedures, ensuring platform accountability, and raising awareness among service
providers of their ethical and legal responsibilities in creating a safe, inclusive, and civilized
digital environment. Thus, a legal liability mechanism for platforms not only protects
victims but also establishes effective operational standards to prevent abuse of virtual space
in the metaverse era.
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Third, updating the Electronic Information and Transactions Law (ITE Law) is an
urgent necessity to adapt national law to the complexity of digital interactions in the virtual
space. This expansion of the law's scope must go beyond regulating conventional text-based
or electronic data violations, to include acts of digital harassment, avatar stalking, and
virtual identity destruction that occur in immersive worlds. The revision of the ITE Law
should be aligned and integrated with other related regulations, such as the Personal Data
Protection Law and the Human Rights Law, to ensure the comprehensive protection of
digital users' rights. In line with Hibatulloh & Rasyid (2024) assertion, effective law is one
that can adapt to technological developments without neglecting the principles of justice,
legal certainty, and human rights protection. Therefore, reform of the ITE Law is not only
normative but also strategic, building a legal framework that is responsive to the dynamics
of virtual interactions, strengthening user security and dignity, and affirming that the digital
world must be under the reach of clear and firm laws.

Fourth, developing a robust coordination mechanism between law enforcement
officials and global platform providers is a crucial step in addressing cyber harassment in
the virtual world, given that metaverse platforms operate across borders. This can be
achieved through international treaties, bilateral agreements, or memorandums of
understanding (MoUs) between countries, enabling data exchange, alignment of legal
procedures, and enforcement of sanctions against digital violations even if servers or
perpetrators are located in foreign jurisdictions. This approach has been implemented in
Europe through the Europol Cyber Partnership (2024), which provides a collaborative
framework for law enforcement officials from various countries to conduct cross-border
investigations, address reports of digital harassment, and ensure the accountability of
platform providers. This coordinative strategy underscores the importance of international
cooperation in addressing global legal challenges in the immersive digital era and serves as
a model for how integrating national law and transnational mechanisms can strengthen user
protection, close legal loopholes, and establish consistent ethical and security standards in
transnational virtual environments (Sari et al., 2024).

Ultimately, legal reforms to address cyber harassment in virtual spaces must not be
merely reactive to emerging cases, but rather must be visionary and preventative, with the
ability to anticipate the complexities of digital interactions in the metaverse era. One key
step is the development of a Cyber Ethics Charter, which outlines basic digital ethical
principles, such as respect for virtual identities or avatars as a manifestation of individual
rights, protection of privacy rights, a prohibition against all forms of digital harassment, and
an affirmation of moral responsibility for users and platform providers. This charter serves
not only as a normative guideline but also as a moral reference that guides digital interaction
behavior and serves as a foundation for more consistent and effective law enforcement. With
the formal and systematic implementation of these principles, Indonesian national law can
play a dual role: as an effective protector for users from the risk of digital harassment, and as
a moral compass guiding the development of the metaverse, ensuring that it consistently
respects the dignity, rights, and safety of individuals in a virtual space that increasingly
resembles the real world. This approach emphasizes that the integration of legal regulations,
digital ethics, and user literacy education is the primary foundation for creating a safe,
inclusive, and civilized virtual ecosystem (Filia & Setiyono, 2024).

Social Implications and Efforts to Prevent Cyber Harassment in the Virtual World

The phenomenon of cyber harassment in virtual spaces has implications that are not
only legal but also social and psychological for users. Victims of digital harassment often
experience emotional trauma, depression, anxiety, and a decreased sense of security and
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trust in interacting in digital environments. A study by Mandriyani et al (2024), published in
the Journal of Digital Psychology, highlights that virtual reality (VR)-based harassment can
have long-term effects, as these traumatic experiences are not only cognitively processed but
also sensorially reproduced through three-dimensional visual and auditory stimulation,
thus eliciting a real emotional response. This condition confirms that the virtual world is not
merely a simulated space, but has a real impact on the psychological state of users, even
causing mental stress equivalent to traumatic experiences in the real world. Therefore,
regulations and legal protection mechanisms need to take these psychosocial aspects into
account, including providing psychological support for victims and designing security
standards and ethics for digital interactions, so that virtual spaces can function as a safe,
healthy, and civilized environment for all users.

Low levels of digital literacy among users are a significant factor exacerbating the
problem of cyber harassment in virtual worlds. Many participants in metaverses and virtual
reality platforms are unaware that interactions in the digital realm, while simulative, can
have real moral, social, and psychological impacts on others. UNESCO research (2024)
revealed that approximately 70% of VR users in Southeast Asia still lack a thorough
understanding of the principles of digital ethics, including the obligations of interacting
through avatars and the boundaries of acceptable behavior. This lack of understanding leads
some users to view aggressive or harassing behavior as normal, while also reducing
accountability in virtual interactions. Therefore, the development of comprehensive digital
literacy education, particularly one that emphasizes ethical virtual interactions, is essential.
This education needs to be implemented through both formal curricula and community
training programs, so that users understand the consequences of their actions, respect the
rights and dignity of others, and actively contribute to the creation of a safe, inclusive, and
civilized digital ecosystem (Al Gazali et al., 2023).

Preventing cyber harassment in the virtual world requires a multidisciplinary and
collaborative approach, involving various parties such as the government, academics,
technology industry players, and the wider community. This collaboration is crucial for
building collective awareness regarding the security, ethics, and responsibility aspects of
interactions in immersive digital environments. The government has a strategic role in
designing user protection policies and regulations, academics provide the research
foundation and normative analysis, and the technology industry is responsible for
implementing effective technical mechanisms, including content monitoring systems and
reporting procedures. Meanwhile, the public needs to acquire adequate digital literacy to
understand the moral, social, and psychological implications of their behavior in the virtual
world. This cross-sectoral approach can be realized through the development of Virtual
Safety Guidelines, a unified set of guidelines that serve as a reference for all metaverse
platforms in Indonesia in establishing user behavior standards, security protocols, and
mechanisms for handling digital harassment. Thus, this multidisciplinary strategy not only
strengthens normative and technical prevention efforts but also plays a role in shaping an
ethical, safe, and sustainable digital culture in the virtual space (Tendean, 2022).

In addition to educational efforts and improving digital literacy, establishing a fast,
effective, and victim-friendly reporting mechanism is crucial in addressing cyber harassment
in the virtual space. This reporting system must be designed to allow victims to submit
complaints safely, efficiently, and reliably, while maintaining their privacy and protecting
them from potential social pressure. The Center for Digital Justice (2023) emphasizes that a
restorative approach is highly effective in addressing victims of virtual harassment, as it
focuses not only on imposing sanctions on the perpetrator but also on restoring the victim's
psychological well-being, reputation, and sense of security in the digital world. This
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approach emphasizes humanistic values by providing psychological support, social
rehabilitation, and reintegration of victims into the digital ecosystem, in contrast to a
retributive approach that emphasizes punishment alone. Therefore, developing a reporting
mechanism that integrates restorative principles can strengthen legal protection while
creating a safer, more inclusive, and more civilized virtual environment for all participants
(Simorangkir, 2020).

Thus, the social impact of cyber harassment demonstrates that law alone is
inadequate to manage the complexity of interactions in the virtual world. Regulatory
enforcement needs to be combined with social and cultural efforts that foster ethical
awareness, behavioral norms, and moral responsibility among digital users. Without a
collective understanding of the boundaries of appropriate behavior and the consequences of
actions on others, existing legal protections will lose their effectiveness. Therefore, building
social awareness through digital literacy education, promoting ethical virtual interactions,
and establishing a digital culture that respects the dignity and rights of users is crucial. This
synergy between legal regulation and social transformation ensures that law is not merely a
formality but has practical relevance and real influence in society, thereby creating a safe,
inclusive, and civilized digital ecosystem (Jain et al., 2024).

Conclusions

This study concludes that the phenomenon of cyber harassment in the metaverse and
virtual reality realms has created a new form of digital violence that has not yet been fully
addressed by national and international legal frameworks. Using a qualitative approach with
library research and normative-analytical analysis, this study found that virtual harassment
is not merely symbolic but has a real psychological impact due to the immersive interaction
between users and the digital environment. The strength of this study lies in its ability to
identify legal gaps and formulate new normative needs, particularly regarding the
recognition of digital identities (avatars) and the determination of legal responsibility for
metaverse platform providers. However, this study has limitations due to its desk-based
nature, making it unable to empirically measure the social and psychological impacts of
virtual harassment in the field. Nevertheless, these findings still have significant practical
and conceptual relevance for policymakers, academics, and digital technology managers,
particularly in formulating regulations that adapt to the development of the immersive
world. The results of this study emphasize the urgency of legal reform that is proactive,
integrative, and based on digital ethics, so that the law is not only an enforcement instrument
but also functions as a means of prevention, education, and protection of individual dignity
in the ever-evolving virtual space.
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